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  APEC Manual of Maritime Security Drills and Exercises for Port Facilities


	Exercise
	LE 5

	Category
	Port Facility Live Exercise

	Type
	Forced Intrusion and upgrade of Security Level to Level 3

	Security Level
	1 or 2


INTRODUCTION

1. The security of a port facility depends not only on the careful planning and implementation of security measures, but also its’ response to incidents. Responses to security incidents should be pre-determined and specified in procedures in the PFSP. These incidents may not occur routinely but security staff needs to be ready to carry out the correct actions when they do occur. 

2. This live exercises allow port facility security personnel to carry out their duties in a controlled environment, thereby allow them to go through the decision making process to decide what actions to take and to take the correct actions according to procedures.

AIM

3. To enhance the proficiency of the port facility security team in responding to forced intrusions and contingencies as well as the actions required for the highest security level. 

OBJECTIVES

4. Security staff to handle forced intrusion and various contingencies in accordance with the procedures in the PFSP.

5. Security staff to implement measures for highest security levels in accordance with the PFSP.

DESIRED OUTCOMES

6. On completion of the Exercise, the security team will be:

· Able to respond correctly to contingencies and forced intrusions

· Able to implement measures for a highest security levels within the stipulated time. 

· Able to carry out their duties relating to forced intrusions confidently.

· Able to suggest changes or improvements to the security plan and procedures, if any.
RESOURCES

Personnel

7. Exercise Director : Mr XYZ (recommended to be senior designated person other than the PFSO).
8. Planning Group – The Planning Group will not be necessary unless there is an intention to review or amend this exercise.  In this case, the following personnel are recommended:

· Security Manager or equivalent

· Operations Manager or equivalent

· Engineering Manager or equivalent

·  Administration / Human Resources Manager or equivalent

· PSFO

· Ship Security Officer

9. Controllers/Simulators:

· Chief Controller – Security Manager or equivalent

· Operations Controller – Operations Supervisor or equivalent

· Technical Controller – Engineering Supervisor or equivalent

· Driver – The driver must be confident of his ability to perform the task safely. The driver should not be familiar to Port Facility security staff.

· 1 x boat driver 

· Boat crew, if desired 

10. Players:

· Port Facility Security Officer

· Ops Manager

· Security staffs

· Operations staff

· Logistics, Administrative or other staffs as required.

11. Exercise Safety Officer – The appointment of one or more safety officers for this exercise should be considered.  

Material

12. Personnel and goods scanning equipment – to be in working condition.

13. Vehicle stopping barriers, if any, are in working condition.

14. Vehicles and stores

· Small boat. The crew should be familiar with the waters around the port facility and able to manoeuvre the boat in the early morning.  If the water around the port facility is a controlled area, the Chief Controller should arrange with the relevant authority for the boat to be granted access for the exercise. 

· 1 x vehicle which should not be familiar to the port facility security staff.  This vehicle may be damaged.

Note: Where it is assessed that an attempt at a forced entry by a vehicle cannot be made without reasonable assurance of

i. safety of the security staff and the driver

ii. safety of the vehicle and equipment (such as barriers)

this drill should NOT be conducted.

Extra controllers should be posted to observe and prevent any unauthorized access when the drill is taking place. 

15. Communication

· For players – The existing communication infrastructure will be used. 

· For Controllers – Mobile phone as preferred means with walkie-talkie as back up. 

16. Others

· Refreshment or meals – if required

· Room for briefing and debriefing with computer, projector, screen and chairs

· Stationery for note taking 

Budget

17. Funding may be needed for the following:

· Employment of driver and boat captain.

· Hiring of boat and vehicle

· Refreshments for debrief.

· Reimbursement of expenses incurred by controllers or staff, if any. 

SCHEDULE OF EVENTS

18. Refer to Exercise Announcement (or if there are changes, an updated schedule can be posted here)

SCENARIO

19. A previously unknown group of terrorist GREY ARMY affiliated to the notorious BLACK ARMY transitional terrorist group has vowed to paralyse the country for its support to the international effort against the BLACK ARMY group. 

TASKS

20. For Controllers:

· The driver will approach the vehicle entrance and demand to enter the port facility. He will not have any identification and will refuse to follow the normal procedures for obtaining entry to the port facility. Unable to meet the demand for identification, purpose of visit, etc. the driver becomes desperate and makes a forced entry to the Port Facility.

· The boat should loiter off the port facility. It attempt to enter the port facility and get alongside a vessel before departing. If the sea area off the Port Facility is a gazetted restricted area, the Chief Controller must make arrangements with the appropriate authority for the vessel to be granted temporary access for the purposes of the drill.

· The technical controller should declare that the goods screening equipment is not working but should take measures to ensure security is not compromised should vehicles need to enter port facility. EPCT will decide on the exact location and equipment to be used for this exercise. 

· The EPCT will decide on the exact workings for the message regarding the police raid and also the call from the GREY ARMY group. 

· Chief Controller will acts as Designated Authority and will give instruction for the port to upgrade its’ security readiness. 

· The EPCT is free to alter or add any injects as required. Additional injects may be needed in response to the players’ reaction. In addition, the scripts by the 

· The Safety Officers should follow the security staff as they carry out the exercise. 

21. For Players. This exercise will check security staff in their knowledge of the various procedures against forced entry and the actions required for higher levels of security.

TERMINATION

22. The Chief Controller will determine the termination of the exercise

MASTER EVENTS LIST

The flow of the live exercise is event based, as such, the timing is not critical. Expected response column is just a guide and should be substituted with existing standard operating procedure of port facility.
	S/N

	Time
	Description of Inject
	Purpose
	From
	To
	Means of Delivery
	Expected response
	Remarks

	001
	0845
	All participants in position

	
	
	
	
	
	

	002
	0900
	“Exercise Start”
	Exercise commences
	Chief Controller
	All
	Walkie Talkie
	None
	

	003
	0910
	 Small boat sighted off port facility
	Test seaward Contiguous Zone.
	Boat driver
	Guards at monitoring station
	Drive to port facility
	Report, detect and monitor boat
	

	004
	0915
	Car seeks to enter port facility
	Test access control procedures
	Driver
	Guards at vehicle entrance
	Drive to port facility
	Follow procedures for access control  
	

	005
	0920
	Car forces entry to port facility
	Test procedures for preventing forced entry
	Driver
	Guards at vehicle entrance
	Drive to port facility
	Prevent forced entry
	

	006
	0930
	Small boat loitered outside port facility
	Facilitate exercise play
	Boat driver
	Guards at monitoring station
	Drive to port facility
	Monitor location of boat
	

	007
	0935
	Police raid uncovered bomb making material with plans of port facilities and other transport nodes.  DA has decided to upgrade all port facilities to Level 2
	Test readiness to upgrade security level
	Chief Controller (Designated Authority)
	PFSO
	Email
	Implement measures for Security Level 2
	

	008
	0945
	3 staff uncontactable, 2 refused to return.  Other service providers also unable to support as there are also requests by other port facility
	Test contingency measures
	Operations Controller (HR manager)
	PFSO
	Telephone
	Adopt measures to make up for the manpower shortfall. 
	

	009
	0950
	Small boat attempts to breach seaward perimeter of port facility. 
	Test actions to seaward forced entry 
	Boat driver
	Guards at monitoring station
	Drive in port facility
	Prevent entry by small boat.


	

	010
	1000
	Goods scanning equipment was found unserviceable. 
	Test response to equipment malfunction
	Technical  Controller 
	Guards at scanning station
	Verbal
	Report, seek technical assistance 
	

	011
	1005
	Small boat departs port facility 
	Close inject 
	Boat driver
	Guards at monitoring station
	Drive in port facility
	Monitor 


	

	012
	1015
	Technician need 1 hour to troubleshoot 
	Facilitate exercise play
	Technical  Controller 
	Guards at scanning station
	Verbal
	Measures in response to equipment failure. 
	Ensure good ventilation throughout

	013
	1020
	Threat from GREY ARMY group for port facility to cease all activities.


	Facilitate exercise play
	Operations Controller
	PFSO
	Telephone
	Report, deliberate necessity to increase readiness
	

	014
	1035
	Upgrade Security Level to 3 based on imminent threat. 
	Test readiness to implement Security Level 3
	Chief Controller (Designated Authority)
	PFSO
	Telephone
	Adopt measures to increase readiness
	

	015
	When appropriate
	Exercise Ends
	End of exercise
	Chief Controller
	All
	Walkie talkie
	None
	When Level 3 implemented
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